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Figure 3 
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Loading loss data 



92 



i 



Event type: internal fraud, external fraud, employment practice, 
workplace safety, clients, products, business practices, physical 
damage, business disruption and system failure, and execution, 
delivery, and process management 
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Determining expected 
event probability 
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Calculating capital charge 
using an advanced 
measurement approach: 

Internal measurement 

approach 

Loss distribution 

approach 

Scorecard approach 



98 j, 

Calculating impact of 
insurance 



100 



Analyzing under a 
scenario 
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Figure 42 



Load loss data and their loss event date. 
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Load insurance data on the node level. 
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Internal Measurement 
Approach 
(See Figure 43) 
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IMA 
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No 
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Print a list of nodes 
where not enough 
internal loss data exists. 
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Include external loss data 
and/or expert priors. 
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Scorecard Approaches 
(See Figure 45) 



Loss Distribution Approach 
(See Figure 44) 
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Calculate the aggregated VaR, Expected Shortfall and Expected Loss values by running a 
background simulation using the selected Advanced Measurement Approaches: 

a. IMA with and without insurance per node and in the pre-determined aggregation structure; 

b. LDA with and without insurance per node and in the pre-determined aggregation structure; 

c. Scorecard on the basis of IMA with and without insurance per node and in the pre- 
determined aggregation structure; and 

d. Scorecard on the basis of LDA with and without insurance per node and in the pre- 
determined aggregation structure. 
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Scenario analysis: 

a. Modify existing loss data by assuming partial or full failure of mitigation 
processes; and 

b. Generate new loss data as possible scenarios, possibly supported by data 
from external loss data bases. 



Stress testing: 

a. Modify internal model parameters (thresholds, tail parameter, expectation values, standard 
deviations, etc.) and analyse the situations where these parameters are 10% lower/higher; 

b. Modify external parameters, i.e. input loss data and analyse situations where all losses are 
10% lower/higher; 

c. After the various modifications identify the lowest and greatest sensitivities of the model; and 

d. As a result, ranges for the required operational capital charges for each node and for 
aggregation levels can be defined. 
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Model back-testing for each individual node. 



Patent Application for: QUANTIFICATION OF OPERATIONAL RISKS 
Inventor(s): Irina Schaf, et al. 
Attorney Docket No. 10022/321 (01479-00/US) 



Sheet 42 of 44 

Figure 43 
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Determine for each node the expected event probability by 
calculating an average frequency. 
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Determine for each node the LGE. 



Using the y 9k as set by the regulators compute the required 
operational capital charge. 
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Use Chebychev's inequality for a check on the adequacy 
of the operational capital charge. 
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Calculate the impact of insurance coverage on the capital 
charge. 



I 

Report the expected loss, the unexpected loss with and 
without insurance coverage (if applicable). 
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Figure 44 
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Select Advanced 
Measurement Approaches 
for each node (i.e., Loss 
Distribution Approach) 
(See Figure 42). 



Loss 
Distribution 
Approach 
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Determine expectation value and 
variance of frequency data. 
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Determine the severity distribution by determining the threshold u 
automatically to separate low severity from high severity data. 
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Model the severity distribution of t < u assuming a 
lognormal distribution. 
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Model the tail using EVT. 



510 



Fit the two pieces of the severity distribution 
to obtain a complete description. 
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Consider insurance cover. 
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Derive the loss distribution using Monte Carlo simulation. 
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Determine the operational value at risk at a confidence 
level of 99.9%, the expected value and the Expected 
Shortfall from the model. 
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Figure 45 



600 



Select Advanced 
Measurement Approaches 
for each node (i.e., Scorecard 
Approaches) 
(See Figure 42). 
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Scorecard 
Approaches 
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Find the prior frequency distribution on the basis of internal 
and external loss data, or where these are not available on 
the basis of expert priors. 
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Use ratings based on IMA or LDA to improve distribution 
estimates via Bayesian transformations or update the 
prior frequency distribution using a regression model. 
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Include insurance coverage. 
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Derive the updated loss distribution 
using Monte Carlo simulation. 
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Compute updated VaR, Expected 
Shortfall and Expected Loss. 



